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	1.
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	1.1
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	1.2
	Document Location and Availability



	
	
	All Information Management Policies and Procedures will be held in a central library in the office.

A standard list of locations of Information Policy and Procedure Files will be held with the central library, to facilitate updates and amendments.



	
	1.3
	Review Date



	
	
	This policy is issued in February 2008 and will be reviewed within 1 year. Thereafter it will be reviewed on an annual basis.



	2.
	Purpose



	
	The purpose of this document is to provide details of the Data Protection Policy within Humshaugh & Wark Medical Group.



	3.
	Responsibilities



	
	The Humshaugh & Wark Medical Group Data Protection Officer is responsible for the content of this document.



	4.
	Policy



	
	4.1
	Summary



	
	
	4.1.1
	The Data Protection Act 1998 came into force on 1st March 2000. The Act replaced previous legislation, namely the Data Protection Act 1984. The latest Act builds on and strengthens the previous Act. One of the most significant changes is its extension to cover all personal data held in ‘relevant filing system’, whether computerised or paper based.



	
	
	4.1.2
	The purpose of the Act is to restrict the possibility of harm being caused to individuals by the abuse of personal data, which is held by organisations.



	
	
	4.1.3
	The Act imposes obligations on organisations, by requiring us to ensure that we use our data for specific purposes and within strict guidelines. The Act also requires us to make personal data available to the individuals to whom that data refers (data subjects) should they so request it.



	
	
	4.1.4
	Failing to meet the requirements of the Act, as set out in the eight principles of the Act, will result in Humshaugh & Wark Medical Group committing an offence under the Act. Any action by an employee of the Humshaugh & Wark Medical Group, which results in the Humshaugh & Wark Medical Group failing to meet the legal requirements of the Act, may result in disciplinary action, by the Humshaugh & Wark Medical Group against that employee. In addition, employees who fail to meet their responsibilities under the Act may themselves face legal charges or penalties under the Act.



	
	
	4.1.5
	This policy addresses the application of the Act to the Humshaugh & Wark Medical Group.



	
	4.2
	Humshaugh & Wark Medical Group Philosophy



	
	
	4.2.1
	The Humshaugh & Wark Medical Group takes the view that the principles of confidentiality apply to all personal identifiable data, whether employee or patient, held on computer or held manually and whether communicated verbally or in writing.

 

	
	
	4.2.2
	The above, however, does not restrict the legitimate access of authorised staff to information which they require to carry out their duties or to give the best possible treatment to patients or clients.

 

	
	4.3
	Data Protection Principles



	
	
	4.3.1
	The Humshaugh & Wark Medical Group policies and procedures will be compliant with all of the data protection principles set out in the Data Protection Act 1998 insofar as they apply. The Humshaugh & Wark Medical Group will regularly monitor its policies and procedures for such compliance.



	
	
	4.3.2
	The eight principles stated in the Act are:

Personal data must be:

· Fairly and lawfully processed

· Processed for limited purposes

· Adequate, relevant and not excessive

· Accurate

· Not kept for longer than necessary

· Processed in accordance with the data subject’s rights

· Secure

· Not transferred to countries without adequate protection



	
	4.4
	General Policy Statements



	
	
	4.4.1
	No processing of personal data will be carried out by any officer of the Humshaugh & Wark Medical Group unless at least one of the conditions of Schedule 2 of the data Protection Act 1998 is met. In addition no processing of sensitive personal data will be carried out unless at least one of the conditions of Schedule 3 of the Act is met.



	
	
	4.4.2
	The Humshaugh & Wark Medical Group will notify the Information Commissioner, as required by the Act, of the data being processed by the Humshaugh & Wark Medical Group. This notification will include all details required by the Commissioner of the purposes for which we process data, details of the information we hold and the security measures we take to ensure that the data is not damaged or wrongly disclosed.



	
	
	4.4.3
	The above notification will be reviewed regularly and amendments will be promptly made as necessary.



	
	
	4.4.4
	The Humshaugh & Wark Medical Group will ensure that its practices relating to the holding, processing and disclosure of personal data are always in accordance with its’ data protection notification.



	
	
	4.4.5
	Data subjects’ right of access to data relating to them will be observed fully within the required time limit, as required by the Act and any orders made within the Act. The Humshaugh & Wark Medical Group will minimise the risk of data subjects having rights of action against it in the courts, but will deal promptly and efficiently with any claims that arise.



	
	
	4.4.6
	The Humshaugh & Wark Medical Group will make every effort to ensure that patients and staff are not misled as to the purpose and use to which data obtained from them, will be put.



	
	
	4.4.7
	The Humshaugh & Wark Medical Group undertakes to ensure that data held by the Humshaugh & Wark Medical Group is adequate, relevant and not excessive in relation to the purpose for which the data is held and processed. In addition the data will be, as far, as is reasonable, accurate, kept up to date and not kept for longer than necessary.

 

	
	
	4.4.8
	The Humshaugh & Wark Medical Group will also ensure that technical and organisational measures, as appropriate, will be taken to prevent the unauthorised or unlawful processing of personal data and against loss or destruction of, or damage to personal data.



	
	
	4.4.9
	The Humshaugh & Wark Medical Group will not transfer any personal data to any country outside of the European Economic Area (EEA), unless the recipient country has sufficient safeguards, rights and freedoms for its data subjects in relation to the processing of personal data.

 

	
	
	4.4.10
	The Humshaugh & Wark Medical Group will ensure that a regular programme of awareness training is provided so that staff have a proper understanding of the Act and their rights and responsibilities within the Act.



	
	
	4.4.11
	The Humshaugh & Wark Medical Group will take necessary steps to minimise the risk of civil action being taken against it by the Information Commissioner, but will deal promptly and efficiently with any such action or threatened action. The Humshaugh & Wark Medical Group will make any necessary amendments to its procedures to prevent the same liability or risk of liability from arising in the future, following such action or threatened action.



	
	4.5
	Roles of Key Staff



	
	
	4.5.1
	The Humshaugh & Wark Medical Group will appoint or nominate a senior officer of the Humshaugh & Wark Medical Group to undertake the role of Data Protection Officer. This officer will act as advisor to other employees of the Humshaugh & Wark Medical Group and will maintain the notification procedure to the Information Commissioner. He / she will be responsible for reviewing the policy and any related policies, such as the Subject Access Request Policy, and updating and amending them as necessary.



	
	
	4.5.2
	The Practice Manager will also act as the officer receiving data subject access requests. He / she will be the person who controls and monitors the operation of the procedures relating to data subject access requests and ensures that the timescales required by the Act for responses to such requests are met.



	
	
	4.5.3
	The Practice Manager is responsible for ensuring that requests for subject access, particularly relating to medical records, are dealt with promptly, correctly and within the timescales required by the Act.



	
	
	4.5.4
	System Managers will be appointed, if required, for the major information and clinical systems used by the Humshaugh & Wark Medical Group. Responsibility will be delegated to these officers to ensure that their systems meet the specifics within data protection notification relating to their system. They will be responsible for notifying other employees of any changes to the notification required as a result of changes to their system.



	
	
	4.5.6
	All managers of the Humshaugh & Wark Medical Group have a responsibility to release their staff to attend awareness training sessions about the Data Protection Act.



	
	
	4.5.7
	All employees have a responsibility to attend such sessions and to ensure that they work within the requirements of the Act.



	
	4.6
	Further Information

	
	
	
	Sending information  by Post

	
	
	
	Any information which includes parts of patient records must be sent by special delivery.  

	
	
	
	Ordinary letters sent out to patients do not need to be special delivery, but must be stamped Private and Confidential.  This also applies to the sending of prescriptions in the post.
Encrypted information on password protected CDs will be used for the transfer of Patient Medical Records where appropriate. Records of this will be similarly maintained on encrypted CDs or Memory Sticks.



	
	
	
	Faxing Information 

	
	
	
	Any faxing of private information that is essential to be sent, will be sent to a Safe haven.  Meaning a number we are sure of and telephoning to say a fax is on its way.  And asking them to ring us once they have received it.



	
	
	
	Emailing Information



	
	
	
	Any patient information can be sent internally in the NHS.NET  only.  Other forms of email cannot be certain to be secure so further guidance must be taken, by ringing the IT help Desk, for advice on encryption. There is a ‘Secure Matrix’ provided in the I drive Information Governance folder to determine which are safe havens for these purposes. 
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